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TITLE 186 HEALTH REGISTRIES AND RELEASE OF INFORMATION

CHAPTER 5 RELEASE OF MEDICAL RECORDS AND HEALTH INFORMATION

5-001 SCOPE AND AUTHORITY: This regulation governs the release of medical record and
health information Neb. Rev. Stat. 88 81-663 to 81-675 which are contained in the registries that
record certain medical conditions occurring in this state, as prescribed by law. The information is
recorded and reported from these registries and is maintained in order to achieve the goals of
prevention, cure and control through research and education. These registries include the Birth
Defects Registry established in Neb. Rev. Stat. 88 71-646 to 71-649, the Cancer Registry
established in Neb. Rev. Stat. 8§ 81-642 to 81-650, the Brain Injury Registry established in Neb.
Rev. Stat. 8§ 81-653 to 81-661 and the Parkinson’s Disease Registry established in Neb. Rev. Stat.
88 81-681 to 81-696;

5-002 DEFINITIONS:

Aggregate Data means data contained in the medical record and health information registries
maintained by the Department which is compiled in a statistical format and which does not include
patient-identifying data.

Approved Researcher means an individual or entity which is approved by the Department pursuant
to Neb. Rev. Stat. § 81-666 to obtain access to data contained in the medical record and health
information registries maintained by the Department to assist in the scientific or medical research
for the prevention, cure or control of a disease or injury process.

Case-Specific Data means data contained in the medical record and health information registries
concerning a specific individual other than patient-identifying data.

Certain Diseases or Injuries means cancers, birth defects, head and brain injuries and Parkinson’s
disease or related movement disorders.

Department means the Nebraska Department of Health and Human Services Regulation and
Licensure.

Medical Record and Health Information Registry means the system of reporting certain medical
conditions occurring in this state, as prescribed by law, which are reported and recorded in order to
achieve the goals of prevention, cure and control through research and education, and includes the
Birth Defects Registry established in Neb. Rev. Stat. 8§ 71-646, the Cancer Registry established in
Neb. Rev. Stat. 88 81-642 to 81-650, the Brain Injury Registry established in Neb. Rev. Stat. 8§ 81-
653 to 81-661 and the Parkinson’s Disease Registry established in Neb. Rev. Stat. § 81-684.
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Patient-ldentifying Data means the patient's name, address, record number, symbol, or other

identifying particular assigned to or related to an individual patient.

Permission means written consent or written authorization.

Research means study specific to the diseases or injuries for which access to data is requested and
which is dedicated to the prevention, cure, or control of the diseases or injuries.

5-003 CLASSIFICATION OF MEDICAL RECORDS: Medical records provided to the Department

for use in its medical record and health information registries must be classified for release
according to the following categories:

1.

Class | data is confidential with release only in aggregate data reports created by the
Department on a periodic basis, usually specified in the statutes creating the registry.
These reports are public documents;

Class Il data is confidential with release only in aggregate data reports created by the
Department at the request of an individual. These reports are public documents;

Class Ill data is confidential with release of patient-identifying data to approved
researchers for specific research projects. The approved researcher must maintain the
confidentiality of the information; and

Class IV data is confidential with release of case-specific data to approved researchers
for specific research projects. The approved researcher must maintain the
confidentiality of the data.

5-004 CONFIDENTIALITY AND RELEASE OF INFORMATION

5-004.01 All case-specific and patient-identifying data obtained from medical records of
individual patients is for the confidential use of the Department, those reporting data to the
Department, and public health agencies and approved researchers that the Department
determines may view such records in order to carry out the intent of Neb. Rev. Stat. 8§ 81-
663 to 81-675.

5-004.01A The information is privileged and must not otherwise be divulged or
made public so as to disclose the identity of an individual whose medical records
and health information have been used for acquiring data.

5-004.01B Case-specific and patient-identifying data may be released to those
individuals or entities who have reported information to the Department. The data
may be released for the purpose of confirming the accuracy of the data provided
and to coordinate information among sources.

5-004.01C All case-specific and patient-identifying data furnished and any findings or
conclusions resulting from the data are privileged communications which may not be
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used or offered or received in evidence at any legal proceeding of any kind, and any
attempt to use or offer any such information, findings, conclusions, or any part
thereof, unless waived by the interested parties, constitutes prejudicial error
resulting in a mistrial in any such proceeding.

5-004.01D Any de-identified data (other than Class lll data) asked for by and
furnished to a researcher may not be intentionally re-identified in any manner.
Should a recipient of de-identified information unintentionally or accidentally be able
to identify any individual they must not use that information in any way. The
recipient must also notify the Department of the means of accidental re-identification
in order for the Department to consider additional procedures to safeguard against
breaches in confidentiality.

5-004.02 Aggregate data collected must be open and accessible to the public and the
statistical information will not be considered medical records pursuant to Neb. Rev. Stat. §
84-712.05.

5-004.03 The cost of data retrieved and data processing will be paid by the researchers and
private or public entities or individuals requesting data from a certain disease or injury
registry.

5-005 APPROVED RESEARCHER: The Department may approve individuals or entities who
submit written application to obtain access to case-specific data or case-specific and patient-
identifying data to assist in their research for the prevention, cure and control of certain diseases
and injuries. These individuals or entities must show that the applicant is a qualified researcher,
that the data requested will be used for bona fide scientific or medical research for prevention, cure,
or control of certain diseases and injuries, and that the applicant will maintain the confidentiality and
security of the data obtained. The application must contain, but is not limited to the following
information:

1. Applicant’s name and address;

2. The name of the entity, if any, which the applicant represents, its address and a brief
description of the entity;

3. Name and address of the principal investigator, if other than the applicant;

4. The qualifications of the applicant and of the principal investigator, if other than the
applicant, including education, experience, prior publications, and recommendations of
professional colleagues who have knowledge and experience of scientific or medical
research;

5. The purpose of the research project, a summary of the project and the anticipated time
of the completion of such project;

6. The location where the research project will be conducted and the equipment,
personnel, and other resources available to the applicant to carry out the projects;

7. The identity of the individual or entity funding the research project, a description of the
availability of funds for the research project and any conditions on the receipt or
continuation of such funding;



EFFECTIVE DATE NEBRASKA HEALTH AND HUMAN SERVICES
February 11, 2007 REGULATION AND LICENSURE 186 NAC 5

8.

10.

11.

The specific data requested and a description of the use to be made of such data and,
if patient-identifying data is requested, a substantiation of the need for access to such
patient-identifying data;

A description of the measures to be taken to secure the data and maintain the
confidentiality of such data during the research project, for disposal of the data upon
completion of the study and to assure that the results of the study will not divulge or
make public information that will disclose the identity of any individual patient;

If contact with patient or patient's family is planned, approved researcher must
substantiate the need for such contact and describe the method to be used to obtain
permission from the patient’s physician for such contact; and

Such additional information as the Department determines to be necessary to assure
that release of data to the applicant is appropriate and will further the purpose of Neb.
Rev. Stat. 88 81-663 to 81-650 or the laws governing the specific registry.

5-006 SUBMISSION OF REPORTS: The approved researcher must submit the reports or results

of the research project to the Department at no cost. The Department reviews the reports or results
and prohibits publication of confidential information or patient-identifying data. The approved
researcher must acknowledge the Department and its medical record and health information
registries in any publication in which information obtained from the medical record and health
information registries is used.

5-007 RELEASE OF DATA TO GOVERNMENTAL HEALTH AGENCIES: Except as otherwise

provided by the law governing a specific medical record and health information registry, the
Department may release information contained in a registry to official public health departments and
agencies as follows:

1.

Upon request by an official local health department within the State of Nebraska, the
Department may release the data to the requesting local health department. The
official local health department must not contact patients using data received under
Neb. Rev. Stat. 88 81-663 to 81-675 without approval by the Department of an
application made pursuant to Neb. Rev. Stat. 8 81-666; and

Upon approval of an application by federal, state, or local official public health agencies
made pursuant to Neb. Rev. Stat. 8 81-666, the Department may release the data.

The information released by the Department will be limited to the minimum amount
reasonably necessary to achieve the purposes for which disclosure is made.

5-007.01 The receiving agency, under 186 NAC 5-007, must not further disclose data to
any third party but may publish aggregate statistical reports, except that no patient-
identifying data will be divulged, made public, or released to any public or private person or
entity. The receiving agency must comply with the patient contact provisions of Neb. Rev.
Stat. 88 81-663 t0 81-675. The receiving agency must acknowledge the Department and its
medical record and health information registries in any publication in which information
obtained from the medical record and health information registries is used.
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5-007.02 The release and acknowledgment provisions of 186 NAC 5-007 do not apply to
cancer registries located in another state which receive data through approved data
exchange agreements.

5-008 PATIENT CONTACT PROVISIONS: No person who seeks information or obtains registry
data pursuant to this regulation will contact a patient on the registry or the patient’s family unless
the registry has first obtained the permission of the patient or patient’'s family. The registry will
coordinate its activities with the person desiring the contact and may authorize the person desiring
the contact to perform these contacts under the direction of the registry.

5-009 IMMUNITY FOR RECEIPT AND RELEASE OF INFORMATION: Any person who receives
or releases information in the form and manner prescribed by Neb. Rev. Stat. 88 81-663 to 81-675
and 186 NAC 5 will not be civilly or criminally liable for the receipt or release unless the receipt or
release is done with actual malice, fraudulent intent, or bad faith.

5-010 WRONGFUL DISCLOSURE OF INFORMATION: Any private or public entity, individual or
approved researcher who wrongfully discloses confidential data obtained from the medical record
and health information registries or uses the information with the intent to deceive will be guilty of a
Class IV misdemeanor for each offense.




